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Greetings ISSA Members
Candy Alexander, International President

The Information Systems Security Asso-
ciation, Inc. (ISSA)® is a not-for-profit, 
international organization of information 
security professionals and practitioners. It 
provides educational forums, publications 
and peer inte raction opportunities that en-
hance the knowledge, skill and professional 
growth of its members.
With active participation from individuals 
and chapters all over the world, the ISSA 
is the largest international, not-for-profit 
association specifically for security profes-
sionals. Members include practitioners at all 
levels of the security field in a broad range of 
industries, such as communications, educa-
tion, healthcare, manufacturing, financial, 
and government.
The ISSA international board consists of 
some of the most influential people in the 
security industry. With an internation-
al communications network developed 
throughout the industry, the ISSA is focused 
on maintaining its position as the preemi-
nent trusted global information security 
community.
The primary goal of the ISSA is to promote 
management practices that will ensure the 
confidentiality, integrity and availability of 
information resources. The ISSA facilitates 
interaction and education to create a more 
successful environment for global informa-
tion systems security and for the profession-
als involved.

From the President

Welcome to Summer!

I am so excited to announce our 
plans for fall events include the first 
in-person event in more than a year! 

For an organization known for the value 
of networking among members, it is 
excellent news for us all!!
The event I am referring to is InfoSec 
World in Orlando! ISSA will be on the 
show floor, providing a session on our 
research, running our Cyber Executive 
Summit, and holding an Awards Gala 
during this event. Stay tuned for dates 
and details!
I am looking forward to the opportunity 
to get out there and talk with all of you 
and share knowledge and experiences! 
If you are planning on attending, please 
stop by and say hello to me!!  
July is a significant time of year for us in 
the ISSA, as it brings the annual Interna-
tional Board Elections. It provides each 
of you an opportunity to let your voice 
be heard. As members, you are eligible 
to vote for the candidate(s) you believe 
will best suit your interests on the Inter-
national Board of Directors. To find out 
more about this year’s candidates, visit   
ht t p s : //w w w. me m b e r s . i s s a .or g /
page/2021ISSAElection  and then cast 
your vote!

We send our deepest sympathy to the 
family of Phillipe Courtot. We have been 
inspired by Phillipe’s energy and passion 
for the ISSA membership, ISSAEF 
program support, and the cybersecurity 
industry. We have a special tribute in the 
ISSAEF column in this issue of the Jour-
nal. He will truly be missed by everyone.
Please continue to reach out and partic-
ipate in ISSA initiatives, such as our 
Special Interest Groups. Take advan-
tage of member savings and join in our 
discussion on Social Link and LinkedIn. 
We love to hear from you!
Check out the ISSA Community Corner 
in this issue for the latest on events and 
programs. 
I wish everyone a wonderful summer 
season. Getting out and about with 
friends and family again as we get our 
lives back to a sense of normal is truly 
a blessing.
Sincerely,
Candy Alexander, CISSP CISM
ISSA International President
Candy.Alexander@ISSA.org

https://www.members.issa.org/page/2021ISSAElection
https://www.members.issa.org/page/2021ISSAElection
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The information and articles in this 
magazine have not been subjected 
to any formal testing by Information 
Systems Security Association, Inc. The 
implementation, use and/or selection 
of software, hardware, or procedures 
presented within this publication and 
the results obtained from such selection 
or implementation, is the responsibility 
of the reader.

Articles and information will be present-
ed as technically correct as possible, to 

the best knowledge of the author and 
editors. If the reader intends to make 
use of any of the information presented 
in this publication, please verify and test 
any and all procedures selected. Techni-
cal inaccuracies may arise from printing 
errors, new developments in the indus-
try, and/or changes/enhancements to 
hardware or software components.

The opinions expressed by the authors 
who contribute to the ISSA Journal are 
their own and do not necessarily reflect 

the official policy of ISSA. Articles may 
be submitted by members of ISSA. The 
articles should be within the scope of in-
formation systems security, and should 
be a subject of interest to the members 
and based on the author’s experience. 
Please call or write for more information. 
Upon publication, all letters, stories, and 
articles become the property of ISSA and 
may be distributed to, and used by, all of 
its members.

ISSA is a not-for-profit, independent cor-

poration and is not owned in whole or 
in part by any manufacturer of software 
or hardware. All corporate information 
security professionals are welcome to 
join ISSA. For information on joining 
ISSA and for membership rates, see 
www.issa.org.

All product names and visual represen-
tations published in this magazine are 
the trademarks/registered trademarks 
of their respective manufacturers.
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Editor’s Corner

Flexibility is an 
Important Component 
of Cyber Resilience...
and this Journal!
Jack Freund – Editor, the ISSA Journal

Welcome to the July Issue of the 
ISSA Journal!
This month we had wanted 

to share with you works documenting 
the intersection of privacy and security. 
However, it appears that the authors 
this month wanted to write about other 
topics, so we decided to be flexible. 
Indeed, we often publish articles that are 
off topic, contemporary, and well-writ-
ten. In many ways this is like us all in 
our security careers: remaining flexible.
So, this month we have another review 
of the effects of COVID-19 on the cyber 
security, this time in a two-part series. 
Tune in to the August edition of the Jour-
nal for part two. We also have writings 
by our amazing columnists and open-fo-

rum contributors covering topics from 
search warrants, quantum security keys, 
connecting security to the businesses 
they support, and applying AI to opt-in 
and opt-outs.
Next month we want to focus on disrup-
tive technologies. Disruptive technol-
ogies not only change technology, but 
it also modifies business, markets, and 
networks. This type of technology is 
innovative and advances our society 
and even our lives. So, if you have a story 
to share we are looking for information 
on experiences with what is considered 
disruptive technology and how it has 
impacted security teams and how it 
could change the world.

mailto:vendor%40issa.org?subject=
mailto:memberservices%40issa.org?subject=
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By Luther Martin – ISSA Member, Silicon Valley Chapter

Guessing Keys

One of the more frustrating ques-
tions that I get asked is about 
the ability of hackers to guess 

an encryption key. “But,” says a CISO, “a 
hacker could guess the right key with a 
single guess, couldn’t they? How can that 
be secure?”
It’s hard to come up with a good answer 
to questions like that without simplifying 
things so much that they’re no longer 
really true. And this situation isn’t limited 
to just discussions of encryption. 
Hot water freezes faster than cold water. 
This is the “Mpemba effect,” named after 
the Tanzanian scientist who noted the 
phenomenon when he was still in middle 
school. It’s hard to state this effect precise-
ly. If you have two otherwise identical 
cups of water, one at 1 degree Celsius and 
the other at 99 degrees Celsius, the colder 
of the two will freeze first. Or if you have 
a cup of hot water and a thin film of cold 
water then the cold water will freeze first. 
It’s surprisingly difficult to get a precise 
statement of the Mpemba effect that is 
actually true. So while it’s not quite true 
that hot water freezes faster than cold 
water, the statement seems to be true 
often enough to be interesting, even if it’s 
not quite accurate. 
You get the same problem when talking 
about quantum computing. Unless a 
statement about quantum mechanics is 
full of lots of math that most people don’t 
understand, then it’s probably not very 
accurate. Any discussion of entanglement 
that doesn’t talk about tensor products is 
probably not quite true. And any discus-
sion of superposition that doesn’t talk 
about complex probability amplitudes is 
probably not quite true. But because the 
average person who wants to understand 
how quantum computing might affect the 
future of their business’s use of encryp-

tion doesn’t care about those sorts of 
details, it’s necessary to create a simpler 
version for them. But when you do that, 
what you’re saying isn’t quite true. The 
best that you can hope for is being true 
enough, whatever that means. 
But at least we understand quantum 
computing. It’s hard to imagine a more 
active area of scientific research, and 
that’s because of the potential economic 
payoff from having big, general-purpose 
quantum computers. And you don’t need 
thousands of qubits to do this. Even 100 
qubits would let you solve very inter-
esting optimization problems that are 
worth billions of dollars (random circuit 
sampling is not one of these). Encryption 
may not be quite as well understood. 
A hacker might guess an encryption key 
on his first attempt, but we don’t let that 
stop us from saying that encryption is 
secure. So when we say that encryption 
is secure, what does it really mean? That’s 
not as hard to understand as quantum 
mechanics, but it’s still fairly hard.
There are actually many different defini-
tions for what it means for an encryption 
scheme to be secure, depending on what 
you think that an attacker might be able 
to do. If you are just concerned about an 
attacker decrypting your encrypted data, 
then a type of encryption that resists 
that attack is enough. But most forms 
of encryption provide a higher level of 
protection, and this is usually defined by 
one of the indistinguishability criteria: 
indistinguishability to a chosen-plaintext 
adversary (IND-CPA), indistinguish-
ability to a chosen-ciphertext adversary 
(IND-CCA), etc. These formalize the 
intuitive ideas of being resistant to 
chosen-plaintext (dictionary) attacks, 
chosen-ciphertext attacks, etc. 

But they also seem to 
have an extra level of 
complexity that other 
tricky areas don’t. In 
quantum mechanics, once you learn that 
the funny bracket notation (those things 
like <A|B>) is just a different notation for 
what you learn in linear algebra class, 
the rest isn’t too hard to follow. With the 
indistinguishability definitions, however, 
there’s an abundance of confusing script 
letters, backward-pointing arrows, and 
other things that seem to be roughly as 
understandable as Babylonian cuneiform. 
But the good news is that with the confus-
ing definitions comes the ability to very 
carefully state things and to prove that 
they’re true. By making mathematical 
definitions for the notions of security for 
encryption, we can actually make sure 
that various ways to use encryption are 
secure. If you use the CBC mode of AES, 
for example, then it’s possible to prove 
that that particular mode is IND-CPA 
secure, which is the precise way of saying 
that it’s secure against dictionary attacks. 
And that’s not just someone’s opinion. 
It’s a rigorously proven fact. (Unfortu-
nately, the classic proof is also very hard 
to follow.)
So even if a hacker could guess a key 
on their first attempt, it’s still reason-
able to say that AES-CBC is secure. It’s 
IND-CPA secure, which means that it’s 
secure against dictionary attacks, even 
if that’s obscured a bit by the definitions 
and the math.

About the Author
Luther Martin has survived over 30 years 
in the information security industry, 
during which time he has probably been 
responsible for most of the failed attempts 
at humor in the ISSA Journal. You can 
reach him at lwmarti@gmail.com. 

Crypto Corner
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Where does 
y o u r 
c omp a ny 

fall under privacy 
law in their op-in or 

opt-out requirements? As a consumer, 
do you know where to go to make your 
choice? AI makes it easier. This article 
looks at an innovative use of AI-as-a-
Plug-In to make it easier for users to 
locate these requests buried within priva-
cy notices.
In the U.S., the California Consum-
er Privacy Act of 2018 (CCPA) gives 
consumers more control over the person-
al information that businesses collect 
about them, and the CCPA regulations 
provide guidance on how to implement 
the law. This landmark law secures new 
privacy rights for California consumers, 
including: 
• The right to know about the personal 

information a business collects about 
them and how it is used and shared;

• The right to delete personal informa-
tion collected from them (with some 
exceptions);

• The right to opt-out of the sale of their 
personal information; and

• The right to non-discrimination for 
exercising their CCPA rights. 

It mandates that businesses are required 
to give consumers certain notices explain-
ing their privacy practices. In addition to 
businesses, the CCPA also applies to data 
brokers. [1]
When it comes to choosing, there are 
privacy rules with opt-in requirements 
and those with opt-out requirements. 
Company behavior for these require-
ments depend on whether that compa-
ny falls under a privacy law for opt-in 
versus opt-out. 
With GDPR, companies must adhere with 
opt-in and the onus is on website admin-
istrators and service providers. Under 
the CCPA in California, Controlling 
the Assault on Non-Solicited Pornogra-

phy and Marketing Act of 2003 and the 
Gramm-Leach-Bliley Act, other compa-
nies may face opt-out requirements. But, 
opting out is not always as visible to users. 
While the choices are there, they may be 
buried or hard for users to find, and there 
is no real pressure to correct this. 
Given the varied ways that opt-out options 
are presented, an amazing innovation has 
been created using artificial intelligence 
to focus on locating opt-in and opt-out 
links. A team of researchers from Carne-
gie Mellon’s CyLab Security and Privacy 
Institute have trained AI to search and 
find opt-out links in thousands of privacy 
notices. [2]  Should these op-out links be 
buried deep within privacy notices, the 
Opt-Out Easy browser plug in quickly 
finds it for you.
The interesting aspect is the use of AI, 
machine learning, and natural language 
processing to scan a site’s privacy notice. 
For the past seven years, the research 
team has been training the AI to auto-
matically read the text of privacy notices. 
The machine learning specifically looks 
for different types of opt-out choices and 
the consumer is spared from laborious 
browsing and searching. 
Called the Opt-Easy browser plug in, its 
task is to scan around 7,000 most popular 
websites. More websites will be added 
over time. Estimated time once a new site 
is added is around a week from the time 
a new website request is sent to when the 
AI recognizes the site. [2}
The California Consumer Privacy Act 
(CCPA) explains how to submit the 
opt-out request: “Consumers should 
ensure you submit your opt-out request 
through the “Do Not Sell My Personal 
Information” link or through another 
method that the business designates for 
opt-out requests, which may be different 
from its normal customer service contact 
information.” [1] It further states: “If you 
can’t find a business’s “Do Not Sell” link, 
review its privacy policy, which must 
include that link.” Additionally, this 

statement adds: “Make sure you submit 
your opt-out request through the “Do 
Not Sell My Personal Information” link 
or through another method that the 
business designates for opt-out requests, 
which may be different from its normal 
customer service contact information. If 
you can’t find a business’s “Do Not Sell” 
link, review its privacy policy which must 
include that link.” [1]
The problem becomes that these choices 
are hard to find, not as visible to users. 
It is assumed AI and machine learning 
will not produce 100% accuracy, but they 
may be able to get the number as close 
as possible.” [2] For now, it is a way to 
simplify and speed up your search. There 
are plans in the works to lobby in public 
policy circles for the development of a 
standard method to convey opt-out links 
to the user. So, next time you’re deciding 
whether you should stay or you should go, 
check out the Opt-Easy browser plug in. 
Let AI do the work for you!

About the Author
Dr. Curtis C Campbell, C|CISO, is VP 
of Atlantic Capital Bank in Atlanta, GA, 
serves as Director on the ISSA Inter-
national Board, and is President of the 
ISSA Chattanooga Chapter. Curtis holds 
a Ph.D. in Organizational Leadership 
in Information Systems Technology, and 
serves on the advisory board of University 
of TN-Chattanooga, a national Center for 
Academic Excellence for Cyber-Defense 
(CAE-CD) studies. She was named ISSA 
Fellow in 2020. Connect with Curtis via  
curtis@mprotechnologies.com.
References
1. Retrieved from https://www.oag.

ca.gov/privacy/ccpa
2. Chavietta, R. (1-29-2021) Researchers’ 

browser extension uses AI to unearth 
opt-out links, Privacy Tech, https://
iapp.org/news/a/researchers-brows-
er-extension-uses-ai-to-unearth-
opt-out-links/

By Curtis Campbell, ISSA Fellow, Chattanooga Chapter

Opting-in or Opting-out:  
An Innovative Use for AI

Women in Cybersecurity

mailto:curtis@mprotechnologies.com
https://www.oag.ca.gov/privacy/ccpa
https://www.oag.ca.gov/privacy/ccpa
https://iapp.org/news/a/researchers-browser-extension-uses-ai-to-unearth-opt-out-links/
https://iapp.org/news/a/researchers-browser-extension-uses-ai-to-unearth-opt-out-links/
https://iapp.org/news/a/researchers-browser-extension-uses-ai-to-unearth-opt-out-links/
https://iapp.org/news/a/researchers-browser-extension-uses-ai-to-unearth-opt-out-links/


July 2021 | ISSA Journal – 7

By Karen Martin – ISSA Member, Silicon Valley Chapter

The recent hack that affected Micro-
soft’s Exchange Server led to an 
interesting legal maneuver by the 

US government: to deal with the results 
of the hack, the FBI obtained a search 
warrant that let them remotely modify 
affected software by implementing a patch 
to it. That doesn’t sound like a search.
Judges do have the authority to issue 
warrants. Rule 41 of the Federal Rules 
of Criminal Procedure gives magistrate 
judges the authority to “use remote 
access to search electronic storage media 
and to seize or copy electronically stored 
information” if, in an investigation of a 
violation of the Computer Fraud and 
Abuse Act, “the media are protected 
computers that have been damaged with-
out authorization and are located in five 
or more districts.” Accessing a “protected 
computer” without authorization and 
causing damage and loss is a violation of 
the Computer Fraud and Abuse Act, and 
the definition of a protected computer 
is pretty broad, as it includes computers 
that are “used in or affecting interstate 
or foreign commerce” even if they are 
outside the United States. 
So, the FBI probably had the authority 
to get the necessary warrants to seize 
or copy any information on the affected 
servers. But this raises obvious questions 
about the limits of this authority. It’s not 
clear to me that FRCP 41 gives a judge the 
authority to modify any information on 
the affected servers, nor that it should. 
With a search warrant, you need a certain 
level of specificity and probable cause. 
The warrant application says that the FBI 
identified certain Exchange Servers that 
were compromised and their justification 
of probable cause is based on the fact that 

“these victims are unlikely to remove the 
remaining web shells because the web 
shells are difficult to find due to their 

unique file names and paths or because 
these victims lack the technical ability 
to remove them on their own.” The FBI 
noted that “by deleting the web shells, 
FBI personnel will prevent malicious 
cyber actors from using the web shells to 
access the servers and install additional 
malware on them.” That is certainly a 
worthy goal, but is it a good justification 
for a search warrant? 
Secondly, even if we knew the FBI had 
good intentions, how safe is their patch? 
When it comes to software, we know that 
testing is hard and getting harder by the 
day. I’ve heard more than a few stories 
about how even trivial changes ended 
up causing lots of unexpected downtime 
because of unexpected interactions. Even 
the smallest change to software can 
require tens of thousands of tests to make 
sure that the change doesn’t cause a prob-
lem somewhere else. 
Doing adequate testing is hard and 
expensive. And it’s almost impossible 
to do perfectly. In commercial software 
development, the effort spent on test-
ing software is roughly comparable to 
the time spent developing it. It wasn’t 
always that way. Back in the dot-com era, 
software was much simpler, and so was 
testing. Back then, there were legendary 
(and possibly apocryphal) programs 
that were built from one million lines of 
code. Today, it’s easy to find open-source 
projects about that big. The very first one 
that I checked, the Expat XML Parser has 
almost that many, and that just parses 
XML. Imagine the complexity required 
to do a full operating system. 
But with the patch to this hack of 
Exchange Server, how much testing did 
the FBI do? Would their testing meet the 

“commercially reasonable” standards we 
require of software vendors?

My understanding 
of search warrants is 
that they are used to 
gather evidence that 
can be used to prose-
cute criminals, not to patch software, even 
if there’s a very good reason for that patch 
to be installed. This analogy isn’t perfect, 
but changing software with a search 
warrant seems a bit like using a warrant 
to search your car, and then swapping 
your 2015 Toyota into an unmarked 1987 
Yugo. I’m not a lawyer, but that doesn’t 
sound like a search or seizure. And if you 
bought that Toyota because you liked 
its reliability, you wouldn’t want to be 
saddled with maintaining an ’87 Yugo. 
Even though the government’s intentions 
seem to be good, in this particular case, 
it’s not clear that what they did was a 
proper use of a search warrant. Requiring 
search warrants is an important protec-
tion of our privacy and we should be 
concerned when the government extends 
their ability to do searches and seizures 
in ways that seem to be an innovative 
interpretation of the law, and this seems 
to provide a good example of a case that 
we should indeed worry about.

About the Author
Karen Martin is a San Jose based informa-
tion security engineer. She may be reached 
at kjlmartin@gmail.com.
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By Elizabeth Fulp

Applied structured analytic techniques for 
cyber: How not to Break the Business

Practitioners and leaders in cyber-
security face decisions daily. The 
fidelity of cyber decisioning does 

not improve with repetition, it is a skill 
that must be developed intentionally. In 
this article, we will explore diagnostic 
and decision support analytic techniques 
to better enable you to conduct structured 
analysis and make calculated decisions 
for cyber-centric problems. By applying 
structured analytic techniques, your deci-
sions will be defensible and pragmatic. 
There are a multitude of structured 
analytic techniques, so how do we choose 
the right one? Let’s define core techniques 
into two main types: diagnostic and 
decision support. By classifying analyt-
ic techniques, the decision-maker can 
quickly route decisions through the prop-
er channel, avoiding delays and ensuring 
an appropriate decision is executed.
Diagnostic techniques help you define 
and scope a problem using the scientific 
process (formulating and testing hypoth-
eses). Some diagnostic techniques include 
competing hypotheses, blackhat analysis, 
and premortem analysis.
• Competing hypotheses is a method of 

scientific reasoning where the practi-
tioner generates multiple competing 
hypotheses and systematically elimi-
nates them, keeping only the ones that 
cannot be refuted (Pherson & Heuer, 
2020). The remaining hypotheses 
help to frame the uncertainty of the 
problem and help the decision maker 
to categorize and triage relevant infor-
mation to identify analytic paths to 
reduce that uncertainty. 

• Blackhat analysis is organic to cyber-
security- it is focused on thinking like 
the adversary and anticipating their 

behavior. This technique is great for 
perceiving and forecasting threats. 

• Premortem analysis is the pause 
before deciding to ask “what could go 
wrong.” This technique encourages 
you to challenge your conclusions and 
entertain the possibility that you could 
be wrong-to deconstruct the failure 
before it occurs to ensure you are 
considering all known failure points.

Each of the structured analytic method-
ologies offers unique values surrounding 
evidence identification and consideration. 
Competing hypotheses are compatible 
with technical decisioning, and when the 
decision is so important that you cannot 
afford to be wrong (Pherson & Heuer, 
2020). This analytic method is particular-
ly useful when you need an auditable trail 
to show relevant information considered. 
The Blackhat analytic technique enables 
a leader to leverage the adversary’s 
perspective to identify root cause, predict 
future actions (next moves), and prog-
ress toward attribution. The Premortem 
analysis technique reduces the element of 
surprise by reverse engineering potential 
failures to account for causes of error.
Decision support techniques serve as 
mental whiteboards to examine the 
contextual variables of a decision. Some 
decision support techniques include 
Force Field analysis, Impact Matrix, and 
SWOT analysis. 
• Force field analysis is essentially a 

weighted pros and cons list which 
informs the decision-making strategy 
concerning which situational vari-
ables will strengthen their position 
or which ones to focus on to mitigate 
opposing forces.

• Impact matrix aims to estimate the 
impact of a decision beyond the 
immediate participants, and how it 
will affect the future state of things.

• SWOT analysis technique exam-
ines the strengths and weaknesses 
affecting a team’s ability to achieve a 
goal. Strengths and weaknesses are 
compared against identified oppor-
tunities and threats that would either 
facilitate or impede reaching that goal.

When utilizing these structured analytic 
techniques for solving cyber problems, 
recognize and consider the below to avoid 
pitfalls in your decision process.
• Competing hypotheses is subjective 

to human error (bias, assumptions). 
Unbalanced or incomplete data to 
refute hypotheses is likely to occur.

• Predicting an opponent’s moves 
using Blackhat analysis is difficult. It 
requires understanding the adversary 
(with high accuracy) with limited 
insight of guarded information. 

• Premortem analysis provides a variety 
of input from team members, this can 
snowball into a multitude of “what if” 
scenarios resulting in delayed decision 
making. Further, as new information 
is contributed, it may prompt recal-
culations of data or reexamination 
of evidence, adding time to the deci-
sion process.

Below are three cybersecurity operational 
questions which will require important 
decisioning. As a leader or analyst, you 
will be faced with similar problem sets. 
Here are examples of how to apply struc-
tured analytic techniques to help make 
informed and defensible decisions. 

Open Forum
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Cyber Decision 1: Should I ban this malicious file hash across the enterprise?

A malicious filehash is discovered via 
Endpoint Detect and Response (EDR). 
Corroborating cyber threat intelligence 
indicates the filehash has been involved 

in reported adversarial attacks as part 
of Tactics, Techniques, and Procedures 
(TTPs). Using the competing hypothesis 
technique, the analyst can discern if the 

filehash is a key component of this attack 
method or a native Windows process, and 
therefore should not be deleted from the 
environment.

Cyber Decision 2: Should we be threat hunting for malicious PowerShell? 

PowerShell can be used by threat actors 
for advancing against malicious objec-
tives. PowerShell is used legitimately 

for business purposes by internal teams. 
Currently Powershell logging is not 
enabled. By using Impact Analysis matrix, 

you can visualize the stakeholders, levels 
of interest, and impact to make the best 
overall decision. 

Stakeholder Level of Interest Impact
Cyber Team High Mostly Positive

Internal Partner Teams Low Mostly Negative

Executive Leadership Low Neutral

Cyber Decision 3: Should external media usage be blocked? 

A policy amendment was recommend-
ed which would deny external media 
usage in the production environment. 
Premortem analysis can allow consid-
eration of multiple stakeholder perspec-

tives and respective concerns to inform 
the decision.
• What could go differently 

than expected?

• What unintended consequences 
could occur?

• Will this be an issue in the future?

About the Author
Elizabeth Fulp received her associate’s 
degree in Network Security/Data Assur-
ance at Guilford Technical Communi-
ty College. 

She is currently working as a Security 
Analyst II at a Fortune 500 company and 
holds the following certifications: AWS 
Cloud Practitioner, CompTIA Security+, 
and CompTIA CYSA.

Resources:
1. Pherson, R. H., Heuer, R.J. (2020). 

Structured Analytic Techniques for 
Intelligence Analysis. CA: SAGE 
Publications.
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By Jay Carson, Security+, CIPP/E, Semper Sec LLC, ISSA-COS Member-at-Large

The ‘Sort of’ Book Report:  
Reading ISSA lnternational’s Chapter Manual

Book Review

When I started volunteering for our chapter, despite 
the efforts of two great mentors and multiple 
supportive colleagues, I felt overwhelmed. I am 

primarily a learn-by-reading person. I felt I must be missing 
some information about the inner workings of ISSA chapters 
generically. Since ISSA has been around over 30 years, they 
must have the ‘things I wanted to know’ written down. What 
about a manual explaining things? Why should I feel I was in 
new territory, as certainly things with which I was dealing had 
been experienced before?
Answers: I did not have to be concerned! Things are indeed 
written down! There is a 136-page manual of recommendations 
on how to do things, and it is easily available to ISSA members!
To access the manual, just go to the ISSA International website, 
log in, and go to the ‘Chapters’ pull down tab. Click on ‘Chapter 
Resources,’ and you will see it.
Please do not feel bad if you may not have yet heard about the 
manual! I attended a recent ISSA International Chapter Lead-
er’s Meeting where I learned others have not heard about it. 
Even the current Chapter of the Year nomination application 
has an (if applicable) block to check for the chapter manual 
marked “Did not know it exists.”  Despite being three years 
since the last edition (I know, cybersecurity pros consider 
anything from even last month out-of-date!), the manual is full 
of reasonable expectations, and useful techniques to achieve 
those expectations.
While I personally think every board member and all of the 
key personnel would find it worth their time to read the basic 
136-page manual cover-to-cover, it is designed as a reference 
tool. If your time does not allow that level of study, skimming 
the manual for situational awareness is also valuable. There 
are terrific sections on the duties of the chapter treasurer (be 
appreciative of your chapter treasurer, they have a complicated 
and very detailed job!), tax status, chapter insurance details, 
other legal considerations, finding presentation speakers, etc., 
etc. Also, while I confess I have not yet read them all, there are 
supplemental documents full of detail and templates on:
• Chapter Organization & Governance Membership
• Leadership & Engagement Meetings
• Sponsorship & Vendor Relations Communications & 

Marketing Awards & Recognition
• Financial Management Conferences & Events

• Exhibiting at Conferences or Trade Shows Partnering with 
other Organizations Special Interest Groups

• ISSA Education Foundation
An administrative manual is not a page-turning spy story. But 
if you want to know ‘why we do what we do,’ this document 
will help you!
I saved the best for last! ISSA International is sponsoring work in 2021 
on a revision to the manual, as well as a chapter playbook! There are 
plenty of volunteering opportunities for you clear-headed writers!

ISSA Journal 2021 Calendar
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Association News
ISSA Community Corner
ISSA Board Elections Now Open through July 18!  
Let Your Voice Be Heard!
• You should have received your voting information and 

instructions from noreply@directvote.net by June 28.  Please 
check your spam/junk mail if you have not received it and 
were a member in good standing by June 14, 2021

• For more information on the current candidates Meet the 
Candidates Webinar Replay is available at https://www.
members.issa.org/page/2021ISSAElection

Chapter Leader Meetings Schedule
• July 30, 2021 - 1:00 PM Eastern Time. Register here.
Find out more at https://www.members.issa.org/page/
ChapterLeadersSummit 

Upcoming Events and Conferences
Cyber Executive Forum – Virtual Summit

August 19, 2021 is the next Cyber Executive Virtual Summit. 
Registration now open
We welcome guests (ISSA general members and non-members 
interested in the Cyber Executive Forum and Cyber Executive 
Membership) to put in an application to join these sessions.
All ISSA Cyber Executive Members are invited to attend and 
invite guests.
Find out more at https://www.issa.org/event/
august-19-virtual-cyber-executive-forum-2021/ 
ISSA Members receive discounts to a variety of industry events 
and conferences such as:
• WSJ Pro Cybersecurity Executive Form June 2, 2020 - 

Complimentary passes for ISSA members
• Blackhat
• InfoSec World 
• SECtor
To learn more visit: https://www.members.issa.org/general/
custom.asp?page=SpecialOffers 
Visit our new community events page to find local and virtu-
al events.  
https://www.members.issa.org/events/event_list.asp 
There’s always a webinar worth viewing either live or 
On Demand. 
Visit and bookmark our events page to see our latest offerings.  
https://www.issa.org/events/ 
Visit our past webinars and view them on demand. https://www.
issa.org/past-web-conferences/ 

Join a Special Interest Groups Available Only to ISSA Members

ISSA Cyber Resilience SIG Join here:
https://www.members.issa.org/members/member_engage-
ment/groups.aspx?code=Cyber+Resilience 
ISSA Privacy SIG   Join here: https://www.members.issa.org/
members/member_engagement/groups.aspx?id=229802 
ISSA Women in Security Sig   Join here: https://www.members.
issa.org/page/WomenInSecurity 
Looking for Journal Authors and Contributors

Want to get your thoughts and opinions published? We are 
looking for you!
For more information on how to contribute and what we are 
looking for visit:
https://www.members.issa.org/page/journal-contribute 

ISSA Education 
Foundation
News from the Foundation
Passing Of a Great Benefactor and Friend

The ISSA Foundation lost one of its 
big supporters and a great, treasured 
friend, Philippe Courtot. Starting 
in 2013, the Chairman and CEO 
of Qualys continued an annual 
donation to ISSAEF to fulfill his 
passion for cybersecurity education, 
which funded the ISSAEF Howard 
Schmidt Memorial scholarship.  The 
Foundation Board and scholarship 
awardees are forever grateful for his 
generosity. In 2020, he was named 
an ISSAEF Benefactor, the Founda-
tion’s highest award. Pictured is Mr. Courtot, with Foundation 
Vice President, Debbie Peinert, receiving his award.
In recognition of Phillipe’s enormous generosity, the Founda-
tion will offer a special, one-time scholarship in his memory for 
2022. Donations in his memory can be made at The Foundation 
website www.issaef.org/donate. Further details of this scholar-
ship will be announced in a future communication.
HEARING FROM OUR SCHOLARSHIP RECIPIENTS

One of Foundation’s 2020 scholarship recipients, Abhishek Soni, 
recently sat down with ISSAEF Board members Lorraine Frost 
and Edmond Momartin to share insight from his study towards 
a Master’s degree in Information Security and how ISSA and 
the Foundation’s scholarship helped support his academic goals.  
Look for the full interview in a future article. 

Continued on page 21
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2021 ISSA International Election
Meet the Candidates for 2021
Nominations for this year’s International Board elections are 
now closed and we have confirmed our candidates.
To learn more about this year’s candidates, check out their biog-
raphies and goals for the position in the following pages. You 
can also view the profiles and the Meet the Candidates Webinar 
at our election page found at https://www.members.issa.org/
page/2021ISSAElection.

Candidates and Positions
COO/Secretary
Dr. Shawn Murray *
Director
Alex Grohmann
Debbie Christofferson
Lee Neely
Robert Martin

* Please Note: As there was only one nomination made for COO, 
there will be no official vote required.

Official Voting Window is Now Open
Our election is run by an experienced third-party, Survey and 
Ballot Systems.
If you were an active member in good standing by June 13, 2021 
your election specific broadcast should have arrived safely in 
your inbox on June 27, 2021 from: noreply@directvote.net.  If 
you do not receive your election email by June 28, 2021, please 
contact support@directvote.net If you have not received your 
election email please contact support@directvote.net.

Questions?
For any questions, please contact the Election Committee Chair 
at electionschair@issa.org.

COO/Secretary
Dr. Shawn P. Murray, C|CISO, CISSP, CRISC

Shawn Murray currently serves as 
COO/Secretary for ISSA Interna-
tional. He is a Principal Scientist 
with the United States Missile 
Defense Agency and is an officer in 
the US Civil Air Patrol. Previous 
assignments include work with 
Army Cyber Command in Europe, 
US Air Force, and with commercial 
industry in various roles in infor-
mation assurance and cybersecurity. He has traveled the globe 
performing physical and cybersecurity assessments on critical 
national defense and coalition systems. Dr. Murray has worked 
with NSA, FBI, CIA, and the US Defense and State Departments 
on various cyber initiatives and has over 20 years of IT, commu-
nications, and cybersecurity experience. He enjoys teaching 
and presenting as guest lecturer on cybersecurity, business, and 
computer science courses for several universities. He has sever-
al industry recognized certifications to include C|CISO, CISSP, 
and CRISC. He holds several degrees including a Doctorate in 
Computer Science. He is an ISSA Executive Member, chapter 
advisor and ISSA Fellow. He is also a professional member of 
IEEE, ACM, (ISC)2, and an FBI InfraGard partner. He enjoys 
traveling with his family, researching and collaborating with 
other professionals in cybersecurity, and is a principal backer 
of a youth sports non-profit organization as well.
Statement of Goals

As a practitioner and educator, I’m passionate about the current 
and future state of cybersecurity and collaborate with people 
leading the charge in this profession. I bring experience in 
applying information security concepts and educating future 
cybersecurity professionals expected to fill widening gaps in 
our career field. My contributions to members include travel-
ling to help establish new chapters, collaborating with other 
chapters to help solve problems, and representing our asso-
ciation as a keynote presenter at the European CISO summit 
in The Hague. I’ve met and spoken to members of Congress 
and advocated for information and cybersecurity to other US 
Government leaders. I’ve worked with board members through 
significant association realignment initiatives that has made 
our association stronger and directly benefits the membership 
as a whole. If re-elected, I will continue to serve and represent 
the best interest of our members internationally and work with 
other board members to steer ISSA into the future. Additional 
goals next term include: Working to find solutions to address 
gaps in skill sets to address shortages while educating new 
professionals and identifying resources for ISSA programs and 
work with chapter leaders and members to bring more value. I 
will continue to be the voice of our members!

https://www.members.issa.org/page/2021ISSAElection
https://www.members.issa.org/page/2021ISSAElection
mailto:support@directvote.net
mailto:support@directvote.net
mailto:electionschair@issa.org


JUNE 28 – JULY 18
(This information provided by the candidate who is solely responsible for the content.)(This information provided by the candidate who is solely responsible for the content.)

★ ★ ★ ISSA ★ ★ ELECTION ★ ★ 2021 ★ ★ ★

July 2021 | ISSA Journal – 13

Director Candidate
Debbie Christofferson
More than 25 years in the industry, 
as a senior security manager and 
leader globally, currently an IT 
security consultant and business 
owner. Certifications: CISSP, CISM, 
CCSK. Previous employers include 
Intel Corporation, State of Arizona, 
Cloud Security Alliance, and other 
large organizations across sectors. 
Ten years board experience on ISSA 
Phoenix Chapter, including four as President, when our chapter 
won its first Chapter of the Year. Current Co-Chair of ISSA’s 
Women in Security SIG, an ISSA Distinguished Fellow, and past 
recipient of the Honor Roll Award for significant ISSA service. 
For ISSA International, led the RFP process for outsourcing 
ISSA’s management capability, led the Advisory Council for 
ISSA’s CISO Executive Forum, led the first 5 years of ISSA’s 
Chapter Leader Forum, led the hiring committee for ISSA’s 
current Executive Director, and led the committee for ISSA’s 
25th Anniversary during Howard Schmidt’s 2nd term as 
President. 
Founder of the Cloud Security Alliance Southwest Chapter, and 
currently serving the ISC2 Phoenix Chapter Board. Author of a 
Women in Security book that showcases 14 women in different 
cybersecurity career paths. Fully engaged in the industry and 
giving back, including speaking, and writing about our field. 
Statement of Goals

Help drive activities that enhance member value. Support the 
Association’s strategic goals for partnerships, relationships, 
membership, revenue, global relevance and visibility, and 
member outreach and touch. Engage actively in high ROI 
activities where my skills and passion will make a difference 
for ISSA and its members. 
Identify high value opportunities within the Board and ISSA’s 
SWOT (Strengths, Weaknesses, Opportunities, Threats) for 
post-pandemic re-emergence and growth--with fresh eyes and 
ears--on new ways of conducting business for new results. Pare 
down best options to start, stop and for leveraging my own 
skills and passion for ISSA, in concert with current ISSA leaders.
Actively engage with members and chapters to identify and 
meet their needs. Participate in relevant communities support-
ing and engaging our current and future members. Identify and 
prospect where ISSA can expand our member engagement and 
footprint. Seek speaking and writing options to showcase our 
field and ISSA, including a speaker directory.
 

Director Candidate
Alex Grohmann
Alex Grohmann has served on the 
ISSA International board for two 
terms and would like to serve a third. 
As a security and privacy profession-
al for over 25 years, he has helped 
to promote the profession through 
professional and personal contri-
butions. He volunteers a great deal 
of his time to make the profession 
stronger through his efforts in ISSA. 
During Alex’s time on the international board, he has helped 
foster relationships with the IAPP, acted as the POC for ISSA’s 
Privacy special interest group, created a legal and regulatory 
forum, contributed to the Awards committee, and has acted as 
the direct representative for the Mid-Atlantic chapters. 
As a 20-year member of the Northern Virginia chapter, Mr. 
Grohmann has volunteered on its board for 9 years, with 3 of 
those as chapter president. During that time, the chapter won 
the Chapter of Year, and he collected the Honor Roll and Fellow 
designations. 
Outside of ISSA, Alex has served on several boards and/groups 
including Washington DC InfraGard, NIST’s NICE and the 
IT-Sector Coordinating Council. 
Alex is a proud Seminole and graduate of Florida State Univer-
sity in MIS. He still considers Florida his home. 
His desire is to continue to help the profession through contri-
butions via the International Board of Directors. 
Statement of Goals

If elected to a third term, I plan to continue the initiatives I 
started as a member of the current board. The board has the 
vision and roadmap in place to make the association stronger. 
As a newer member, I bring fresh ideas. 
Individually, I plan on strengthening ISSA relationships with 
entities including the IAPP (Privacy), NIST, CISA and Cyber-
Watch. My contributions to ISSA online web conferences will 
remain active. 
I will also be working to reinforce our educational initiatives to 
help ensure our next generation of cyber professionals are well 
equipped for the challenges to come. My contributions to the 
National Initiative for Cybersecurity Education (NICE) has a 
special place in my heart. 
My work with local chapters will continue and prosper by 
providing them a voice to the board as well informing them 
about new initiatives. This is also true of my work with organi-
zations supporting minorities, especially the Hispanic commu-
nity. I will resume my work to improve chapter resources such 
as management of chapter meeting registration, updating of 
board policies, and chapter websites. Lastly, I plan on visiting 
individual chapters again, as soon are we are officially clear of 
COVID.            
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Director Candidate
Robert Martin
Robert Martin is a Certified Informa-
tion Systems Security Professional with 
over fourteen years of experience in 
information security. He holds a Master 
of Science in Network Technology with 
a concentration in Information Security. 
He also holds a Cyber Security Masters 
Certification. He works as a Sr. Security 
Engineer at Cisco System Inc. in RTP, 
NC. Robert specializes in such areas as 
risk management, regulatory compliance, security solutions 
architecture, security audits, vulnerability assessments, and 
penetration testing. He serves as a Director of the Information 
Systems Security Association International Board. 
Statement of Goals

His goals are to work with all the ISSA Chapters to provide train-
ing opportunities for the members and guests to drive member-
ship and development of new skill-sets in an ever-changing IT 
Security landscape.

Director Candidate
Lee Neely
Lee Neely is a senior IT and security 
professional at LLNL with over 30 
years of extensive experience with a 
wide variety of technology and appli-
cations from point implementations to 
enterprise solutions. He currently leads 
LLNL’s Entrust team and is the CSP lead 
for new technology adoption specializ-
ing in mobility. He teaches cyber secu-
rity courses, and holds several security 
certifications including GMOB, GPEN, GWAPT, GAWN, 
GPYC, GEVA, CISSP, CISA, CISM and CRISC. Lee is a past 
ISSA International Board member, Treasurer and co-founder 
of the Boise Cloud Security Alliance chapter, current director 
for Uncle Credit Union and holds the CCUB and CCUSC certi-
fications. He is a past President for the ISC2 Eastbay Chapter, 
Member of the SANS NewsBites Editorial Board, GIAC Advi-
sory Board member, GIAC Ethics Committee Member, SANS 
Analyst and co-host of Paul’s Security Weekly podcast. He 
is also a member of and co-leader for the ISSA Webinar and 
Content committees.
Statement of Goals

My goals taking a leadership role and give back to the ISSA:
1.  Help the board operate effectively, enabling forward progress 

of strategic initiatives. 
2. Ensure that the board is driving value back to chapters to 

achieve operational excellence.
3. Continue to bring current industry leaders to ISSA leadership 

forums and webinars to benefit our members.
4. Find initiatives to make ISSA first choice of professional orga-

nizations for information security professionals, including 
relevancy and supporting resources.

Your Vote Will Make a Difference 
Did you know that on average, among professional associations from five to seven percent of the membership actually make the 
effort to vote? That’s right! Less than 10 percent of the membership is deciding who will lead your association into the future. 
Voting only takes a few minutes. Make your voice heard this year— and make a difference. The ISSA elections is open now and 
runs until July 18th 2021. So take a few minutes and make your voice heard! 
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COVID-19’s Impact  
on Organizational 
Cybersecurity Posture

Abstract

Organizational cybersecurity landscapes changed as a 
result of employees working from home during the 
COVID-19 pandemic. Abruptly sending employees 

to work from home resulted in many quickly implemented 
changes. This research is a review of the cybersecurity land-
scape of the transformed workforce. This includes the scope of 
pandemic telework, how threats changed, and the cyber-attacks 
observed. Organizations need to continually evaluate how they 
secure their environment to allow for remote work and ensure 
best practices are in place.

Introduction
When the significance of COVID-19 (“the coronavirus”) 
became clear in early 2020, many organizations’ cybersecurity 
landscapes changed as a result of sending employees home to 
work remotely. Government mandates were largely the source 
of sending employees home, with the purpose to stop the spread 
of a deadly virus which we knew little about. This introduced 
two new threats; “a high-profile event and a rapid change in 
computing habits.” [1] While working from home is not a new 
concept, starting in March and April of 2020, most U.S. orga-
nizations (e.g., businesses, government agencies) needed to 
continue operations with most or all employees now working 
from home. In the United States especially, organizations had 
little time to prepare for a crisis response that suddenly sent 
employees to work remotely.
To those who were uninvolved in making changes, the situa-
tion may seem like Information Technology (IT) departments 
simply made a few networking changes to implement remote 
work solutions or expand capacity. However, this assumption 
ignores the variety of decisions with serious cybersecurity 
implications that organizations faced because of increased 

remote work. This is apparent from a survey by the Information 
Systems Security Association (ISSA), which was sent to people 
working in cybersecurity and IT positions. Twenty-seven 
percent of respondents willingly indicated their organizations 
were underprepared to secure the devices and applications 
employees would use at home. [2] 
At the time of writing, organizations have mostly moved on 
from the changes required to enable high-volume remote work 
to supporting remote work over the long term. Regardless, deci-
sions with cyber-implications made during the beginning of 
2020 are likely still putting organizations at risk. This begs the 
question: in light of COVID-19, how have organizations’ cyber-
security postures changed due to the influx of people working 
from home? There are many issues worth investigating because 
of the pandemic, but the focus of this research is on the impact 
of COVID-19 on organizations’ cybersecurity postures and 
how they have changed.

Literature Review
Significance and Scope of COVID-19 Work from Home

Not every company could allow employees to work from home 
when COVID-19 began affecting everyone. The U.S. Bureau of 
Labor Statistics finds that working from home is generally feasi-
ble in “management, professional, and administrative support 
jobs, but not in most service, construction, transportation, and 
production jobs.” [3] This study found that before the pandemic, 
about 45% of the U.S. employment population were in positions 
where telework (i.e. working from home) was feasible. [3] Of 
that surveyed population, the work from home “takeup rate” 
(spending a significant amount of time doing remote work) was 
about 22% or 25% depending on the survey. [3] To summarize, 
less than half the workforce had the capability to work from 
home, and about a quarter of those people took advantage of 
work from home.

Part one of this two-part article looks at some of the rapid changes that happened in the work 
place due to COVID-19 and their implications to cybersecurity. 

By Douglas Shuman https://www.linkedin.com/in/douglas-shuman-06221b122/

https://www.linkedin.com/in/douglas-shuman-06221b122/
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Once the pandemic required organizations to enable work-
from-home, employment drastically changed. Stanford research 
found that regardless of current occupation or employment 
status, in June 2020, 43% of the U.S. labor force was working 
from home. [4] A Gallup poll found that remote work leveled off 
around mid-April with a total of 63% of employed adults having 
worked from home at some point. [5] PricewaterhouseCoopers 
(PwC) performed a survey of office workers from May to early 
June and found every employee was working from home. [6] 
Of those PwC surveyed, 70% of workers were required to work 
from home due to shelter-in-place mandates (and they did not 
work from home before), while the other 30% were able to easily 
switch to full work from home given existing flexible arrange-
ments with employers. [6] 
The above statistics show that the organizations which allowed 
working from home before COVID-19 were accustomed to only 
a small amount of their workforce utilizing remote work. As 
a result, most organizations were unprepared for the massive 
amount of remote work that suddenly needed to be enabled. This 
encouraged hasty decisions with cybersecurity implications. 
Need for Agility

IT departments need to respond quickly and flexibly given 
customer and business requirements. A pandemic is an extreme 
example of changing requirements warranting flexibility and 
timely responses. This is the purpose of the agile development 
process. Working from home during the pandemic has further 
reinforced the need for agility, especially regarding cyberse-
curity. [7] Even in 2021 Gartner is saying, “the pandemic has 
highlighted the challenges resulting from rigorous, inflexible 
security programs,” which shows the need for agile cybersecu-
rity programs. [8] 
Non-security IT teams often do not consider cybersecurity 
until after deployment, which is sometimes called “bolting 
on” security. This is the opposite of “baked in” security, which 
considers cybersecurity implications throughout changes and 
development, ideally in an agile manner. Lovejoy et al. found 
that just 36% of organizations say cybersecurity is built into 
their planning. [9] There are some significant concerns with 
considering security after planning, especially after deploy-
ments. Considering security after deployments can make 
implementation more difficult, and organizations are open to 
attack during the period where systems are vulnerable. We can 
expect cybersecurity was ignored regarding many changes due 
to COVID-19, because it is often initially overlooked in general.

Enabling Pandemic Telework
Organizations had to achieve many things to enable pandemic 
telework. At its simplest, working from home consists of an 
employee with an internet connection, a computer, and means 
to connect to their organization’s resources (e.g. by virtual 
private network), without physically being in a traditional 
workplace. The focus here will be the concerns of new work-
ing locations, types of devices connecting to the organization 
network, and types of remote access.

New Location Concerns

Working outside of the regular workplace (e.g. office) introduces 
different threats. Many organizations that suddenly needed to 
enable telework did not have time to address newly introduced 
threats. A concerning pandemic statistic shows that 45% of 
employees had no training on how to ensure work device secu-
rity. [10] Additionally, 53% of employees say their company has 
not provided new guidelines for managing sensitive personally 
identifiable information (PII). [10] This is especially important 
because some legislation, such as the General Data Protection 
Regulation (GDPR), requires strict management of data storage 
locations.
Due to using a personal network when working from home, 
if malware infects a home network it could spread and end up 
infecting the organization’s network as well. [11] The number 
of home networks now connecting greatly expands this threat. 
Ensuring there are anti-malware controls installed on devices 
helps mitigate this threat. Current literature does not provide 
examples of organizations limiting employees from working 
at locations other than their home office. Working from loca-
tions other than the home office could expose more malicious 
networks to work devices. Additionally, the frequency of which 
employees connect to other people’s networks for work is also 
unknown. By allowing employees to work anywhere other 
than their home, organizations expose themselves to the risks 
of additional untrusted networks. Organizations should evalu-
ate if the risk is great enough to implement a policy restricting 
where remote work is allowed.
Another threat of note is regarding privacy concerns. With the 
popularity of smart-home devices (e.g. Alexa, Google Home) 
many people have a device constantly listening to them, 
including when they are discussing sensitive work information. 
Some organizations may not be comfortable knowing various 
third parties could be collecting data on their employees’ 
work conversations. One U.K. law firm required during the 
pandemic that employees disable their smart home devices 
and remove them from the work room so sensitive conversa-
tions cannot be listened to. [12] Current literature is not clear 
on how widespread this requirement may be. Additionally, one 
would think the concern of smart devices listening would apply 
to cellphones as well, but current literature does not provide 
examples of organizations limiting this as a result work from 
home changes. Organizations should evaluate the risk of third 
parties listening through devices like smart speakers and cell-
phones to determine if these devices should be limited in work 
environments.
Types of Devices Connecting to the Network

Due to COVID-19, the personal computer (PC) market suffered 
a 12.3% decline in shipments in the first quarter (Q1) of 2020 
compared to Q1 2019. [13] This was the largest decline in this 
market since 2013. [13] The pandemic caused supply chain 
disruptions, especially in China, so companies were unable 
to produce as many computers as normal. [13] There was also 
a surge in demand for computers because more people were 
working from home. Since many people suddenly needed to 
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work from home and there were supply chain problems, orga-
nizations were sometimes unable to provide standard corporate 
owned and managed devices where needed. This resulted in 
many employees needing to use personal devices for work. This 
is concerning because corporate owned devices are often much 
easier to secure than personal devices. [14] 
Personal devices used for work are concerning for several 
reasons. To name a few examples, personal devices may not 
have standard security software such as endpoint protection 
programs, they might allow devices plugged in to run malicious 
executables, and organizations may not have as much visibility 
into device activity, such as if an employee began saving sensi-
tive data on their personal device. Problems like these can be 
remediated through making a personal device “managed” by 
the employer, such as through installing device management 
software. Time and resources are required to enable an effective 
managed personal device program.
The previously referenced IBM Security and Morning Consult 
study found several interesting statistics on personal device 
use during the pandemic. Discoveries included that 53% of 
remote employees used personal laptops and computers for 
work. [10] Sixty-one percent of employees said their employers 
did not provide tools to secure those personal devices, such as 
endpoint protection software. [10] Fifty-three percent of those 
surveyed say their personal devices used for work were not 
administered at all by their employer. [10] Some good news 
is that those working with PII were more likely to have their 
personal devices administered by an employer, likely due to 
the importance of securing sensitive information. [10] From 
the above we see that many employees did not use a managed 
corporate device for work during the pandemic, but something 
not addressed in the existing literature is if organizations were 
able to provide corporate devices to employees who did not have 
them before COVID-19.
Types of Remote Access

There are various means available to connect to organization 
resources remotely for work. Historically, the most common 
option was to use a virtual private network (VPN), which has 
been relied upon for over the past 20 years. [15] Due to their 
architectural design, VPNs can be slow for end users, especially 
when organizations previously only had a small subset of their 
employees using them. [15] For VPNs, “the only way to effec-
tively increase capacity was to add equipment”, which is costly 
and not easy to do quickly. [16] VPNs are becoming a legacy 
remote access technology.
The main alternatives to VPNs are zero trust network access 
(ZTNA) solutions and virtual desktop infrastructure (VDI), 
although other solutions exist as well. VDIs run hosted virtu-
alized desktop environments which can be internet accessi-
ble. This allows access to an organization’s internal resources 
through the remote desktop environment. VDIs may not be as 
efficient as VPN since they add an additional barrier between 
the employee and organization resources. VDIs are more useful 
as dedicated environments with pre-installed resources or 
greater computing power than just as a remote access tool.

The zero-trust model enforces that access is denied until a 
user sufficiently proves their identity, hence “zero trust.” With 
ZTNA, information such as application, location, device, 
network, or other elements can work together to verify a user’s 
identity, which can provide for greater security. [16] Zero-trust 
networks allow users to make a secure connection to a specific 
resource, including cloud based and on-premise. ZTNAs are a 
“more flexible alternative to VPNs” which still protect traffic 
from attackers while offering scalability for the network. [17] 
Prior to the coronavirus, estimates showed that by 2023, 60% 
of enterprises will phase out their VPNs in favor of ZTNA. [17]
It is worth noting that remote access solutions are not required 
to access organization resources from the internet, such as soft-
ware as a service (SaaS) solutions like Office 365 or Salesforce. 
This access can be secured through means like a cloud access 
security broker (CASB). CASBs give organizations greater visi-
bility and control over resources that are in other cloud envi-
ronments, which is a gap for VPNs. [16] While CASBs provide 
secure access to cloud-based resources, they do not provide 
remote access and cannot access on-premise datacenters. 
Organizations that require solutions to access their internal 
networks should look at solutions like ZTNA, VPN, and VDI. 
Organizations need to evaluate what is best for them, because 
each of these solutions have different benefits, setup difficulty, 
and ongoing management needs. Most organizations must 
consider these options, because in 2019, survey results found 
98% of businesses ran server hardware in an on-premise envi-
ronment. [18]
Existing literature is unclear on how usage of remote access 
tooling options changed as a result of the pandemic. Because 
remote access tools were new to people beginning work-from-
home, did organizations chose to relax security controls to be 
more accessible to all employees? For example, did organiza-
tions decrease frequency for initial authentication or multi-
factor authentication (MFA)? Were controls weakened to ease 
impact on technology like VPNs, by organizations externaliz-
ing internal resources? Or could controls have strengthened 
by choosing to migrate to better, modern solutions? Another 
major gap includes employee personal reflections of how their 
employers dealt with cybersecurity as a result of COVID-19. For 
example, did rushed out telecommunication tools like Zoom 
make employees feel concerned about the organization’s cyber-
security? Please look forward to part 2 of this series, where I 
present survey results which address some of the gaps identified 
in this research,

Threat Actor Tactics
Cyber threat actors took advantage of the chaos brought on 
by COVID-19 in attempts to exploit organizations. Microsoft 
claims there was not a surge in the overall quantity of cyber-at-
tacks, but rather, the tactics used by threat actors changed 
given the introduction of COVID-19. [18] While the number 
of attacks has not significantly changed, Microsoft found that 
there were more successful attacks, especially in countries 
which had serious virus outbreaks. [18] Cybersecurity compa-
ny Zscaler found a rise in COVID-19 related attacks from just 
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1,200 in January 2020 to 380,000 in March 2020. [20] Attacks 
were generally more successful due to fear and desire for new 
information. [18] Attackers achieving greater success further 
shows that organizations were unprepared for the pandemic and 
the ensuing changes. We will now explore some documented 
examples of COVID-19 enabled or themed attacks, primarily 
focusing on a study by Lallie et al., which documented informa-
tion about public coronavirus related attacks. [21] 
Cyber-enabled Crime

Of the cyber-attacks and campaigns in the Lallie et al. study, 
86% of them included phishing. [21] Phishing is an extremely 
common tactic which preys upon human emotions to illicit 
responses, such as installing malware or sharing sensitive 
information. These scams targeted victims with lures like selling 
goods in high demand (e.g. masks, testing kits) and impersonat-
ing organizations such as the World Health Organization. [21] 
Some scams even used CAPTCHA to appear more legitimate 
and avoid detection from security crawlers. [20] Some recent 
phishing scams targeted government COVID-19 stimulus 
checks and vaccine distribution.
There were six pharming attacks documented in the Lallie et al. 
timeline. [21] Pharming is when a fake website is set up to appear 
legitimate. When unsuspecting users enter information, such 
as credentials, the information is sent to attackers. One large 
pharming campaign used a fake Office 365 login for access to a 
fake COVID-19 financial compensation website. [18] 
Cyber-dependent Crime

The Cyber & Infrastructure Security Agency (CISA) says that 
threat actors are “taking advantage of this mass move to tele-
work” by exploiting vulnerabilities in popular software used 
for working from home. [22] For example, remote access tools 
and telecommunication tools were exploited. [22] There was an 
increase in attacking insecure remote desktop protocol (RDP) 
endpoints as well. [22] The Lallie et al. study also found two 
COVID-19 hacking targets where attackers attempted to steal 
research on the virus. [21]
The Lallie et al. COVID-19 cyber-attack timeline found 65% of 
attacks involved malware. [21] Some common malware types 
included the “Agent Tesla” keylogger and Trojans like “Grace-
Wire” and “TrickBot.” [22] These Trojans install other mali-
cious files, like Remote Access Trojans (RATs), desktop sharing 
clients, and ransomware. [22] Cybercriminals also developed 
fake VPN software that would install malware when down-
loaded. [20] Another malware example was a fake Android app 
for coronavirus tracking that, when installed, would download 
ransomware and demand payment to unlock the device. [20]
The Lallie et al. COVID-19 cyber-attack timeline found two 
distributed denial of service (DDoS) attacks, which targeted 
the U.S. Health Agency and a Chinese epidemic prevention 
unit. [21] Compared to the second quarter in 2019, security 
firm Kaspersky found a 217% increase in DDoS attack attempts 
during the second quarter of 2020, which they believe to be relat-
ed to the coronavirus. [23] They found that the U.S. and China 

were victims of the most DDoS attacks, but most DDoS attacks 
were also launched from these regions. [23] 

Conclusion
Because of the sudden shift to get employees to work from home, 
changes were made which posed cybersecurity risks. Organiza-
tions need to ensure their IT departments consider cybersecurity 
throughout an agile development processes, and cybersecurity 
programs ought to become more agile to meet business needs 
while ensuring appropriate security. Attackers will continue to 
take advantage of our mistakes and deliberation, so we need to 
remain diligent. We must continually evaluate and implement 
best practices for remote work cybersecurity, especially due to 
the changes made because of the COVID-19 pandemic.
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ISSA Education Foundation
Continued from page 11

VOLUNTEER OPPORTUNITY TO 
JOIN ISSAEF 

The Foundation is seeking volunteers for 
the following:
• Board Members: Director of Fundrais-

ing and Director, Special Fundrais-
ing Programs.

• Committee Members: Scholarship 
Review Committee and Professional 
Grant Review Committee.

• Short-term Projects, including scholar-
ship publicity, fundraising, and gover-
nance of the Foundation. 

If you are interested in joining a truly 
dedicated and enthusiastic group, please 
send an email with your background to 
volunteer@issaef.org
SUPPORT US WHILE SHOPPING

Help spread the word about these great 
opportunities to your friends and family 
at no cost to you – just use Amazon Smile 
while shopping online and automatical-
ly, with absolutely no cost to shoppers a 
0.5% of eligible purchases will be donated 
by Amazon to our scholarship fund!  It’s 
simple: start the purchase on https://smile.
amazon.com, select “ISSA Education and 
Research Foundation Inc.” (needs to be 
done only the first time), and shop as usual. 
Do not forget to tell your family/friends to 
do the same. 
Like us on Facebook, Twitter and LinkedIn

"Enjoying the Journal? Got ideas for how to improve it? Let us know by taking the official ISSA 
Journal Survey:
https://bit.ly/3powHrB
We want the Journal to reflect what you want and be a valuable part of your ISSA membership 
and security career."

mailto:volunteer@issaef.org
https://smile.amazon.com
https://smile.amazon.com
http://smile.amazon.com/ch/20-1154881
http://smile.amazon.com/ch/20-1154881
https://www.facebook.com/IssaEducationFoundation
https://twitter.com/ISSAEdFund
https://www.linkedin.com/company/issa-education-foundation
https://smile.amazon.com
https://www.blackhat.com/us-21/
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• Monthly topics 
Expanded theme descriptions here.

• Choose your own topic 
Have a different infosec topic in 
mind? Go ahead and submit it.

• Mentor program 
We will pair you up with an  
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Friends of Authors
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Write for your ISSA Journal…

Mobile Device ePubs
• ePubs are scalable to any size 

device: iPad/tablet provide an 
excellent user experience

• You’ll need an ePub reader such 
as iBooks for iOS devices

NOTE: choose ePub for Android & iOS; Mobi for Kindles

The ISSA Journal on the Go! 
Have you explored the versions for phones and tablets?
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ISSA Cyber Executive Membership Program
The role of information security executive continues to be defined and redefined as the integration of business and technology 
as it evolves. While these new positions gain more authority and responsibility, peers must form a collaborative environment to 
foster knowledge and influence that will shape the profession.
The Information Systems Security Association (ISSA) recognizes this need and created the exclusive Cyber Executive Member-
ship program to give executives an environment to achieve mutual success. Connecting professionals to a large network of 
peers, valuable information, and top industry experts the program is a functional resource for members to advance personal 
and industry understanding of critical issues in information security.
Membership Benefits

• Free registration at four Cyber Executive Forums per year, including lodging for one night and all meals at each Forum
• You’ll be part of an effective forum for understanding and influencing relevant standards and legislation
• Extensive networking opportunities with peers and experts on an ongoing basis
• Direct access to top subject matter experts through educational seminars
• CPE credits you earn will be automatically submitted
• Vendor Influence: A unified voice to influence industry vendors
• Online Community: Privileged access to our online community

Visit Cyber Executive Forum for more information or to register for the Forum.
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